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Presenter
Presentation Notes
Hi folks!  I’m glad to see so many of you here today.  I want to share with you some thoughts and observations about where we stand with regards to digital preservation.  In the first part of my presentation I’m going to look at the territory before us;  in the second part, I will talk about what you and I are going through, and how we can more effectively work together to map out this wilderness. 

http://jodyderidder.com/writings/presentations/BPE2014/BPE_Nov2014.html


Digital Preservation can be 
  
 BIG 

Presenter
Presentation Notes
Digital preservation is largely unmapped territory.  Think about it:  The types of content continue to grow – new challenges are continually developing.  Even the amount of information we need to understand about how to move forward, seems to be growing by leaps and bounds.Digital preservation can be big and overwhelming.   



Digital Preservation can be 
  
 MURKY 

Presenter
Presentation Notes
Hardware and software change constantly; how can we possibly see what’s ahead?   Digital preservation can be murky. 



Digital Preservation can be  
 
 CONFUSING 

Presenter
Presentation Notes
The standards and protocols we’ve developed this far may be so highly technical and confusing that many people simply throw up their hands and say they can’t possibly make sense of it.Digital preservation can be confusing.



Digital Preservation can be  
 
 SCARY 

Presenter
Presentation Notes
And we do not know at the outset what is going to work for us in the future, and what will not, so we face uncertainty.Standards and tools don’t cover everything:  what we have to work with isn’t always effective – what we have to work with doesn’t always work. None of us have all the answers. That is scary. 



Digital Preservation  
is a SWAMP  

Presenter
Presentation Notes
In my mind, Digital Preservation is like a swampland.  It is largely unknown territory.  We face uncertainty with limited resources. Dangers lie ahead in every direction, and we cannot foresee all of them. We are explorers entering unmapped wilderness.  To succeed we must work together.One thing we can do is to learn from what others have discovered before us.  And those of you who are brave enough to venture forth and find the paths that are safe, are the ones who will blaze the trail into unmapped territory.  Then by sharing with us what you did and how you did it, in venues such as this one, we can test your processes, and hopefully follow safely in your footsteps, establishing new best practices.Thus by working together and communicating effectively, we can all pass safely through the quicksand pools, the alligator attacks, the pythons hanging from the branches, and the scorpions underfoot



Three Existing Maps 

• Open Archival Information System (OAIS) Model 

• Digital Curation Centre (DCC) Curation Lifecycle 
Model 

• Digital Preservation Outreach & Education (DPOE) 
Modules 

Presenter
Presentation Notes
So, first, let’s look at the territory of this swampland.  What parts have been mapped thus far?  Do the maps we have so far align with one another?I’m going to share with you a quick review of three fairly well-known maps we have thus far, each of which provides a slightly different perspective of the territory we need to master.   Think of this as if 3 different explorers entered the swamp, each climbing a different tree to get a high vantage point, so they could get a sense of what is out there, and how all the parts relate to one another.



Areas for best practices: OAIS 

"Reference Model for an Open Archival Information System (OAIS)," 2012. 
 

Presenter
Presentation Notes
Who here has seen this before?Many of you are familiar with this diagram, as this is the model almost every preservation system attempts to emulate, and often claims to implement.   This system seeks to map out on a high level what is involved for those who are storing digital preservation content. In the Open Archival Information System model, the focus begins once the producer, or creator, submits the content.  For many of you, this happens when records are obtained in one form or another.  While this model expects content to be prepared for submission by the producer, the truth is usually far from this ideal.Instead, most of us have to generate most of the submission information package, the SIP, for incoming content ourselves.  As you can see, descriptive information usually needs to be added prior to Ingest into the archival storage system.   However, before we can effectively store content, we often have to test and normalize the file formats, capturing technical and administrative metadata as well.The AIP is the Archival Information Package.  That is going to contain all that technical and administrative metadata, checksums, rights information, as well as the descriptive information and the content itself.  This is what actually should go into the archival storage.  Once stored, this content needs to be managed, not forgotten:  this is the “Data Management” overview you see in the middle of this diagram.  Checksums should be periodically verified – usually before backups, to ensure valid content isn’t overwritten by corrupted files.  And content may need to be migrated to newer formats during the time it is in storage.  Rights may change.  Hardware and software may change.  Content may need to be moved to newer systems.  This is all Data Management.The whole point of digital preservation, however, is to ensure long term access.  Here, the DIP is the dissemination information package, it’s the portion of what you have in storage that it makes sense to share with whoever your users or consumers are.  It may also include derivatives that are generated, or additional descriptive information.At the top and bottom of this slide are “Preservation Planning” and “Administration”.  This indicates that planning  and administration of the work processes must encompass all aspects of the management of digital content.Each portion of this diagram is an area where we need to have best practices!!   Pick the parts that interest you most, and dive in.



The OAIS Component Areas 
• Preservation Planning 
• Administration and Management 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
• Data Management 
• Archival Storage 
    ~~~~~~~~~~~~~~~~~~~~~~~~~~ 
• Receive (submission)  (SIP) 
•   Ingest  (AIP) 
•   Access (DIP) 

Presenter
Presentation Notes
So here I’m boiling down the component areas for best practices from the slide we just examined.  I’m doing this so we can compare the three maps, to see how they coincide, and where the discrepancies are.The Open Archival Information System has the following component parts, which can be viewed on 3 different conceptual levels.On the top level, we have: Preservation Planning, which encompasses all aspects of the system;The administration and management of the workflows which have been planned out;On the next conceptual level, we have:Management of the dataStorageAnd on the lowest, or most specific level, we have:The submission of information, or receipt of itIngest of the content into the system;And of course, providing access in some form.



Areas for best practices:  DCC 

Digital Curation Centre (DCC): http://www.dcc.ac.uk/resources/curation-lifecycle-model 

Presenter
Presentation Notes
How about this one?  How many of you are familiar with this map?The Digital Curation Centre’s Curation Lifecycle Model has a slightly different view, as they’re trying to map out even more than what OAIS does.  At the top of this diagram, you see the word “Conceptualize” – this is where the person who has not yet even created the content is conceptualizing what they want to create.   The new digital content they create may include or transform digital content that already exists;  that’s how this becomes a full life cycle.After creation or receipt of changed or transformed content, it may be deleted – if it’s disposed of, it leaves this lifecycle, and no longer exists.   This is happening now with many websites, for example.  Content is created, and then often disposed of, before it can be pulled into a preservation system.If, on the other hand, the content is appraised and selected, then ingested into a preservation system – it will undergo preservation actions.  Sometimes those preservation actions include reappraisal.  Is this content still something we need to preserve?  Content being preserved involves storage, of course, and then provision of the content for access.   So I’ve been going around the outside of this diagram.  But let’s step into the middle a bit.



Areas for best practices:  DCC 

Digital Curation Centre (DCC): http://www.dcc.ac.uk/resources/curation-lifecycle-model 

Presenter
Presentation Notes
You see in the second layer, the yellow section here, labeled CURATE.  Curation incorporates appraisal, selection, obtaining content, and transformation.   Thus, “Curation” is a type of work.  It goes hand in hand with preservation, which incorporates ingest, preservation actions, and storage.You notice what the next circle in is?  The light blue one.  This is what we are involved in right this minute, here at the Best Practices Exchange:  Community Watch & Participation.  This is a critical part of success to digital preservation.   Remember that!Preservation planning must surround digital content, as do description and representation information.At the very center of this diagram is the content itself, around which all these actions revolve.



The DCC Component Areas 
• Curate 
• Preserve 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
• Create or Receive 
• Appraise and Select 
• Ingest 
• Preservation Action 
• Store 
• Access, Use, and Reuse 
• Transform 

Presenter
Presentation Notes
So now here are the component areas for best practices from the DCC Curation Lifecycle model.  At the top are the over-arching categories:  to curate and to preserve.Within these fall the component parts:Creation or receipt of contentAppraisal and SelectionIngest into the systemPreservation ActionsStorageAccess, Use, and ReuseTransformation of contentRemember, every one of these is an area where we need best practices.



DCC and OAIS 
• Curate 
• Preserve 
~~~~~~~~~~~~~~~~~~~ 
    Create or Receive 
• Appraise and Select 
      Ingest 
• Preservation Action 
• Store 
    Access, Use, and Reuse 
• Transform 

• Preservation Planning 
• Administration and Management 

~~~~~~~~~~~~~~~~~~~~~~~~~ 
• Data Management 
• Archival Storage 
    ~~~~~~~~~~~~~~~~~~~~~~~~~~ 
Receive (submission)  (SIP) 
 Ingest  (AIP) 
 Access (DIP) 

Presenter
Presentation Notes
Before we go further, how well do the OAIS model and the DCC model compare?We can map the Curation Lifecycle model stage of Create or Receive to the OAIS model of receipt.Likewise, we can map the Curation lifecycle “Ingest” stage to the OAIS “Ingest” of the archival Information package, and we can map the Access stage of DCC to the Access stage of OAIS.



DCC and OAIS 
• Curate 
• Preserve 
~~~~~~~~~~~~~~~~~~~ 
      Create or Receive 
• Appraise and Select 
       Ingest 
• Preservation Action 
       Store 
       Access, Use, and Reuse 
• Transform 

• Preservation Planning 
• Administration and Management 

~~~~~~~~~~~~~~~~~~~~~~~~~ 
• Data Management 
    Archival Storage 
    ~~~~~~~~~~~~~~~~~~~~~~~~~~ 
   Receive (submission)  (SIP) 
    Ingest  (AIP) 
    Access (DIP) 

Presenter
Presentation Notes
Now clearly we can map the DCC Store to the OAIS archival storage.  But what about the rest of this?



DCC and OAIS 
• Curate 
• Preserve 
~~~~~~~~~~~~~~~~~~~ 
    Create or Receive 
    Appraise and Select 
      Ingest 
     Preservation Action 
     Store 
     Access, Use, and Reuse 
     Transform   

• Preservation Planning 
• Administration and Management 

~~~~~~~~~~~~~~~~~~~~~~~~~ 
     Data Management 
    Archival Storage 
    ~~~~~~~~~~~~~~~~~~~~~~~~~~ 
Receive (submission)  (SIP) 
 Ingest  (AIP) 
 Access (DIP) 

Presenter
Presentation Notes
Data management in OAIS certainly incorporates Preservation actions and Transformations of content.  However, in the DCC model, when they are describing “Transform” they are SOMETIMES referring to the use of something older in a new way.   Thus, this mapping is not completely accurate.  Please bear this in mind.  This matching up of maps is in no way perfect!Since any submitted content may not meet the requirements of the system or organization that is preserving digital content, appraisal and selection could also be a part of the data management.



DCC and OAIS 
Curate 
Preserve 
~~~~~~~~~~~~~~~~~~~ 
•     Create or Receive 
•     Appraise and Select 
•      Ingest 
•      Preservation Action 
•      Store 
•      Access, Use, and Reuse 
•      Transform   

Preservation Planning 
Administration and Management 

~~~~~~~~~~~~~~~~~~~~~~~~~ 
•  Data Management 
•  Archival Storage 
    ~~~~~~~~~~~~~~~~~~~~~~~~~~ 
• Receive (submission)  (SIP) 
•  Ingest  (AIP) 
•  Access (DIP) 

Presenter
Presentation Notes
The high-level overview tasks of the DCC Curation Lifecycle model and the Open Archival Information System model just don’t match up, however.  Why is that?  It’s because the OAIS model is focused on the tasks for the organization managing digital content.On the other hand, the DCC model is focused on the digital content itself.  Remember how that content was the center of the circle?  Everything else revolved around the digital content itself.From the DCC perspective, curation should begin when content is being created.  Ideally, content creators would provide archival format versions, and appropriate metadata for long-term management, from the point of creation.Also, from the DCC perspective, we are building new knowledge, new digital content, out of what has gone before.  This is one of the underlying drivers of digital preservation.If we do not retain the knowledge that has been created before, we cannot build on it.



identify 

select 

store 

protect 

manage 

provide 

Digital Preservation Outreach & Education 

DPOE Baseline Modules: Intro, version 2.0, Nov 2011 

Presenter
Presentation Notes
So now let’s add one more map into the mix.   Again, think of these maps as having been developed by explorers clinging to different treetops, and hence having different views of the landscape.How many of you have heard of the Digital Preservation Outreach and Education (DPOE) effort?The DPOE modules try to provide an overview of all the aspects of digital preservation.   By now these concepts are starting to look familiar, aren’t they?The more you look at maps, the more you start to recognize the landmarks.  And pretty soon, you have a better grasp on what is involved in the territory you’re entering.In the DPOE Model, the modules include:Identification of content:  this usually starts with building an inventorySelection of content, which will be dependent on what your institution can manage, and your preservation focusOnce selected, the content must be stored adequately, which should include multiple copies in geographically distant locations.The content must also be protected;  this includes everything from basic security measures to business continuity and disaster planningThe content must be managed.  This will include policies and procedures, funding issues and more.And finally, providing the content to users. Without the ability to provide access, there is of course no point to digital preservation.



DPOE and  DCC 

• Identify 
• Select 
• Store 
• Protect 
• Manage  
• Provide 

• Create or Receive 
• Appraise and Select 
• Ingest 
• Preservation Action 
• Store 
• Access, Use, and Reuse 
• Transform 

Presenter
Presentation Notes
We already mapped all but the high-level aspects of DCC and OAIS to each other.  DCC was the more specific, so I’m leaving OAIS out of this slide.How do these two maps compare?



DPOE and  DCC 

• Identify 
• Select 
• Store 
• Protect 
• Manage  
• Provide 

• Create or Receive 
• Appraise and Select 
• Ingest 
• Preservation Action 
• Store 
• Access, Use, and Reuse 
• Transform 

Presenter
Presentation Notes
Appraisal generally involves identifying content, so here I’ve mapped the Identify and Select modules  of DPOE to the Digital Curation Lifecycle stage of Appraise and Select



DPOE and  DCC 

• Identify 
• Select 
• Store 
• Protect 
• Manage  
• Provide 

• Create or Receive 
• Appraise and Select 
• Ingest 
• Preservation Action 
• Store 
• Access, Use, and Reuse 
• Transform 

Presenter
Presentation Notes
And it’s pretty simple to match the storage module to storing content in the lifecycle model.  But the DPOE Store module  incorporates Ingest and Preservation Actions.



DPOE and  DCC 

• Identify 
• Select 
• Store 
• Protect 
• Manage  
• Provide 

• Create or Receive 
• Appraise and Select 
• Ingest 
• Preservation Action 
• Store 
• Access, Use, and Reuse 
• Transform 

Presenter
Presentation Notes
The DPOE provide module is focused on providing access to users, so that would match up to at least the first part of the Lifecycle stage of access, use and reuse.  Also, transformation of objects in order to provide continued access could fall under “Provide”, since the purpose of transformation is continued use.  If transformation is happening on ingest, it would then fall in the “Store” module.   Transformation can also be considered a Preservation Action.



DPOE and  DCC 

• Identify 
• Select 
• Store 
• Protect 
• Manage  
• Provide 

• Create or Receive 
• Appraise and Select 
• Ingest 
• Preservation Action 
• Store 
• Access, Use, and Reuse 
• Transform 

Presenter
Presentation Notes
So what’s left?The DPOE protection module does not have a clear match in the Lifecycle model.   I’ll say more about that soon.The Manage module is more general and steps outside the specific actions listed here.  It focuses on balanced overall management of your preservation approach, considering organizational requirements and objectives, technological opportunities and change, and resources, including your human resources.  The Manage module is outside the scope of best practices, but would fall into a guidelines category.  Guidelines are general rules or principles, as opposed to tested methods.What about these other parts of the DCC lifecycle model?Do we need to care about how users create their content?  Well, yes, if we want to make our work feasible in the long run, of course we do.Do we care about how content is used and reused?  Maybe.  That, I think, is a philosophical discussion, beyond the rights management aspects.



Areas for best practices 

• Creating / Receiving 
• Identification 
• Appraisal & Selection 

• Ingestion & Preservation Actions 
• Storage & Protection 
• Providing access 

Presenter
Presentation Notes
So let’s put it all together:After extracting out all the different areas from the overview models, or maps, we find that each of these are areas where we need best practices.At your institution, how much of this is mapped out in detail in your policies and your procedures?All of us need work in one area or another, or perhaps several of these.  In each of these areas, what paths have been blazed?What do we know works, and is viable, at least for now?



Areas for best practices 

• Creating / Receiving 
• Identification 
• Appraisal & Selection 

• Ingestion & Preservation actions 
• Storage & Protection 
• Providing access 

Presenter
Presentation Notes
What’s been mapped out thus far in Creating and Receiving?



Creating & Receiving 

• Use open source software, such as Open Office 
• PDF/A 
• Open format exports of databases 
• Prefer archival formats & collect metadata 
• Document, document, document 

 

Presenter
Presentation Notes
Content creators should be advised to use open source software, rather than proprietary software when creating their materials.  Open Office, for example, is much preferred over Word or Excel.PDFs can be created by many different types of software – and in many different forms.  They may refer to external fonts, or contain scripts.  Research has shown that we cannot always successfully transform PDFs to PDF/A, the archival version of PDF, so Content creators should be advised to generate a PDF/A version of their work to be stored long term;  then at least we are likely to be able to provide long term access to some version of what they have created.Databases should be exported in open formats for long-term storage;  these may be simple CSV exports, or complex XML exports with associated schemas.  As often as software changes, this is the best practice method of ensuring that the database itself can be reconstructed for use in the future.If you’re receiving content, and you have some control over what’s coming in, try to obtain content in archival formats, and obtain as much of the metadata as you can during the receiving process.Documentation is critical to maintain the provenance of the content, to ensure authenticity, to capture descriptive information that will enable us to manage content over time and make it accessible – and to capture the rights restrictions associated with the content.



Areas for best practices 

• Creating / Receiving 
• Identification 
• Appraisal & Selection 

• Ingestion & Preservation actions 
• Storage & Protection 
• Providing access 

Presenter
Presentation Notes
Where are we on Identification?  



Identification 
Best Practices: 

1:  Don’t change the original! 
2.  Protect your computer 
2:  Collect metadata during receipt 
3.  Verify formats 
4.  Extract and store technical metadata 

 
PRONOM registry of file formats:  

http://apps.nationalarchives.gov.uk/PRONOM 

 

Presenter
Presentation Notes
The closest thing we’ve developed in best practices, is this:First, don’t change the original.  Next, use virus checkers and anti-malware to protect your computer.Third, collect metadata during receipt so you can better identify files.Fourth, verify your formats to ensure the content is something you CAN preserve,And fifth, extract and store technical metadata in appropriate standards.  Those standards are still evolving for most formats.We need more work in this area. Just as an FYI, the UK has the best known registry for file formats, against which you can verify if your files are actually valid.

http://apps.nationalarchives.gov.uk/PRONOM


Areas for best practices 

• Creating / Receiving 
• Identification 
• Appraisal & Selection 

• Ingestion & Preservation actions 
• Storage & Protection 
• Providing access 

Presenter
Presentation Notes
Appraisal and selection are to date, very specific to the institution in question.In general, appraisal is an assessment of value: traditionally, this may be legal, evidential, or informational value. Selection is generally determined by the goals and resources of the organization for whom you work.



Appraisal & Selection 
Guidelines: 

Digital Preservation and Outreach Education (DPOE): 
• does the content have value?  
• does it fit your scope? 
• is it feasible for you to preserve the content? 
• is it technically and legally possible to make the content available? 

 
                 NARA : http://1.usa.gov/10VQUbT 
 

 

Presenter
Presentation Notes
Appraisal and selection is a complex process and requires many judgment calls.   There are guidelines out there, such as these practical ones from the DPOE “Select” module:If the content does not have value, doesn’t fit your scope, and isn’t feasible for you to preserve, you should not select it.  Likewise, if it’s not technically and legally possible for you to make the content available, then there’s really no point in preserving it.And I’m sure you are all familiar with NARA’s appraisal policy, which can be also used for guidelines. So, while we have guidelines, developing best practices is going to be difficult in this area.

http://1.usa.gov/10VQUbT


Appraisal & Selection 
 

 Tools: 
 

               BitCurator:  http://www.bitcurator.net/ 
 
  DigiPres Commons:  http://www.digipres.org/tools/by-function/ 
 

Presenter
Presentation Notes
Still, when faced with terabytes of incoming content, the first steps of appraisal and selection will involve some very practical measures, such as deduplication, bulk inclusion/exclusion, filtering options and more. We can more easily develop best practices in how we do these aspects of this step.Thus far, the best single set of tools I’ve seen that can help with this kind of work is BitCurator, developed with Mellon funding by the University of North Carolina at Chapel Hill, and the Maryland Institute for Technology in the Humanities. Also, the Digital Preservation Commons has collected a ton of links to tools, organized by function.  This is a wonderful resource.  How best to utilize those tools, and when they should be used, however, would be best practices, that we have yet to create. 

http://www.bitcurator.net/
http://www.bitcurator.net/
http://www.digipres.org/tools/by-function/
http://www.digipres.org/tools/by-function/
http://www.digipres.org/tools/by-function/
http://www.digipres.org/tools/by-function/


Areas for best practices 

• Creating / Receiving 
• Identification 
• Appraisal & Selection 

• Ingestion & Preservation actions 
• Storage &Protection 
• Providing access 

Presenter
Presentation Notes
Now let’s think about ingestion and Preservation Actions, which is a logical place to also include transformations.



Ingestion & Preservation Actions 

• Extract and generate preservation 
metadata 

• Relate all metadata to files 
• Verify and validate digital objects 
• Normalize file formats/structures 
 

 
 

Presenter
Presentation Notes
Ingestion into a preservation repository is going to vary immensely from system to system and institution to institution, but these are the usual steps.  You’ll need preservation metadata;  you’ll need to be able to match up files to metadata;  and you need to make sure the content you’re preserving is in a form that you can preserve.You’ll notice that the two main components of what is of most concern are the file formats and the metadata.



Ingestion & Preservation Actions 

Formats & Transformation: 
• Consider significant properties 
• Normalize to archival formats 
• Test results  
• Retain original 

Sustainability of Digital Formats (LOC): 
http://www.digitalpreservation.gov/formats/ 
 

Presenter
Presentation Notes
When receiving content, best practices are to restrict incoming materials, or normalize those materials to a limited number of archival formats, and if possible, to retain the original as well.When selecting formats for transformation, consider the significant properties.   If, for example, the significant properties are text, it would be better if you can transform the content into structured XML as opposed to TIFF files, for example.  Any type of transformation is going to create loss, so it is best to retain the original.  There may be better formats in the future to which you can transform it for improved access.Here’s  a link to the Library of Congress Digital Formats site, where they evaluate the sustainability of various formats, to help you select the best ones to use for preservation.

http://www.digitalpreservation.gov/formats/


Ingestion & Preservation Actions 
Preservation Metadata includes: 
• Descriptive  
• Structural 
• Administrative: 

o Rights 
o Technical 

PREMIS: 
http://www.loc.gov/standards/premis/ 
 

Presenter
Presentation Notes
Metadata needs to be captured for ingest as well:  not just descriptive metadata, but structural and administrative also.  For a complex digital object, the structural metadata will define how the content is organized, and the relationships between parts.  Administrative metadata not only includes rights management issues, but technical information such as checksums, size, creation date, and if feasible, extracted or documented technical information about the file format, for future transformations. Checksums are important for continual verification that the content has not become corrupt, and proof that the content is authentic, and has not been changed since submission.   Other metadata may also be advisable.To date, PREMIS is the most extensive documentation of what metadata should be selected and stored for preservation.Both how we normalize or transform content and how we should capture metadata are areas in which we need best practices.

http://www.loc.gov/standards/premis/
http://www.loc.gov/standards/premis/
http://www.loc.gov/standards/premis/


Areas for best practices 

• Creating / Receiving 
• Identification 
• Appraisal & Selection 

• Ingestion & Preservation actions 
• Storage & Protection 
• Providing access 

Presenter
Presentation Notes
What about storage, and protection? 



Storage & Protection 

       Trusted Digital Repositories 
                         and 
  Trusted Repository Audit Checklist 
            http://bit.ly/1tR5RGy 

Use for Gap Analysis: 
• Where are we?   
• Where do we want to be?  
• Therefore, what gaps need to be filled?  

Presenter
Presentation Notes
Most of you have heard of Trusted Digital Repositories.  This is one area which is mapped out for us already.  We know what is required;  meeting those requirements, however, is another story.How many of you have used the Audit Checklist to see where you are so far in the process of meeting the best practices spelled out by the requirements for a trusted digital repository?  They are quite extensive, and only a few repositories have been audited and certified as compliant so far.  This certification process is expensive, but the checklist is useful, for comparing your current practices with the best practices that have already been established.Minimally we should have two copies in two locations.

http://bit.ly/1tR5RGy


Storage & Protection 
 
CLOCKSS: http://bit.ly/1zdgllh 
 

ADPNet:  http://www.adpn.org/ 
 

Presenter
Presentation Notes
Good news, though, even if you’re strapped for funds:The Center for Research Libraries conducted a preservation audit of CLOCKSS (Controlled LOCKSS) Archive to evaluate it against the requirements of a Trusted Digital Repository.  CLOCKSS scored a perfect 5—a first—on the Technologies, Technical Infrastructure and Security part of the audit!  They also have an overall score that equals the best of any previously evaluated storage systems.If you’re not familiar with LOCKSS, it means Lots of Copies Keep Stuff Safe!  It’s a peer-to-peer network in which all nodes sync up copies of all the content submitted by partners.  If one node goes down, the content can be reconstructed from the copies on other nodes.  The cheapest way to set up a LOCKSS network, is to follow the Alabama Digital Preservation Network model, called ADPNet.  This model reduces administrative costs by having the partners involved in the process itself, and enables partners to participate even if they are low on funds.  One aspect of protection that still needs to be strengthened, however, even if you are participating in a LOCKSS network, is that you must develop a succession plan for your content.

http://bit.ly/1zdgllh
http://bit.ly/1zdgllh
http://bit.ly/1zdgllh
http://www.adpn.org/


Storage & Protection 
 
Plan for: 
 
• Business Continuity 
• Succession Plan 
• Crisis Communication 
• Cyber Incident Response 
• IT Contingency 
• Disaster recovery 
 
 

From NIST Contingency Planning Guide for Information Technology Systems, pg. 10.  

Presenter
Presentation Notes
A succession plan would be what you need if your business fails, but there are other aspects of protection to consider.Staff turnover causes loss and failure;  you need to document what the key roles and tasks are, and who manages them, and how those are passed on.Do you have plans for how to communicate in a crisis?  We ran up against this during the tornado that swept through Tuscaloosa a couple years ago. Have you plans for how to handle hackers, and backup plans for when your IT system fails?It’s also important  to have planned out how to recover from disasters of all kinds and at all levels.  Some of the best practices that we need to embrace come from outside our field.  These are part of the National Institute of Standards and Technologies contingency planning guide for IT systems.



Areas for best practices 

• Creating / Receiving 
• Identification 
• Appraisal & Selection 

• Ingestion & Preservation actions 
• Storage & Protection 
• Providing access 

Presenter
Presentation Notes
Now back to our areas for best practices… the last one to look at is, how best do we provide access?  This is going to continue to be a point of pain for years to come.  Managing rights issues is particularly problematic.  And providing access to a multiplicity of formats is already a challenge.There have been several experiments with provision of disk images online, but I’ve yet to see research as to how effective that is for users.  Different users and different kinds of content will need different access methods, and these will continue to change over time.We have not yet begun to map out best practices in this area.



Providing Access 

• To the information needed 
• Metadata, search & retrieval 

• At the point of need 
• When and where it is required 

• In the form needed 
• Emulating or transforming it as required 

Presenter
Presentation Notes
If we follow the guiding light of librarians though, we will try to provide access to the information needed at the point of need, in the form needed.For the first one, that means we need effective metadata, search and retrieval.For the second one, that means we need to be able to provide it when and where the user needs it.And for the third – that means we need to emulate or transform it into the formats necessary for the user’s needs.That’s a tall order.



Areas for best practices 

• Creating / Receiving 
• Identification  
• Appraisal & Selection 

• Ingestion & Preservation actions 
• Storage & Protection 
• Providing access 
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So it seems that the only areas in which we are not in serious need of best practices is in storage and protection, though even that one isn’t completely finalized.Many tools have been developed, and continue to be developed every day.  Standards for metadata in particular have come a long way, but we still don’t have technical metadata mapped out for all types of content by far.  We are still in the beginning stages of developing our map for this swampland, and we need YOU to help us move forward.Think of these as mostly unmapped territory, awaiting your exploration…



What ARE best practices?  

A set of: 
•  guidelines, 
•  techniques  or  
•  methods  

        that represent the most 
            efficient or prudent  
             course of action. 

Presenter
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What are best practices, anyway?I looked up several definitions on the web, and combined several to come up with this working definition.  A set of guidelines, techniques or methods that represent the most efficient or prudent course of action. 



How do we create best practices?  

• Find something that works 
• Compare it to other approaches 
• Test it in all feasible contexts  

Presenter
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How do we create best practices?Well, we find something that  works;  we compare it to all existing approaches, and we test it against different contexts.What’s that going to require?People.People have to investigate problems and experiment to find potential solutions.People have to test those solutions to see what works and what doesn’t.People have to communicate what they have discovered, in venues like this one.People have to listen to those communications, give feedback, and test them further, to see how well the solutions work in other areas, and to compare them to other approaches.And then people have to AGREE on what those best practices are. Clearly , people are central to the process.   



Not Just Technical 

Presenter
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Thus, the development of best practices is a PEOPLE problem, not just a TECHNICAL problem.  Remember, it’s PEOPLE who develop the TECHNICAL solutions.Digital Preservation challenges themselves are born of our changing culture, and our very real responses to those challenges.Digital Preservation can be overwhelming. It can be scary.  It can be more than any of us know how to face.The administrators and funders, managers and technical support people we depend upon are people.  And WE are people.  The choices we make and how we respond to challenges is something we can map out and understand.  By knowing what to expect, by being able to recognize what you and others are going through, you will be able to help the community to develop and maintain best practices.



Pattern of Experiences 
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So this is the next thing I want to share with you today.  There are common patterns of experiences that we and others are going through. By recognizing those patterns in ourselves and in others, we will be better able to communicate, to connect, and thus to move us further down the path together.   By knowing something of what to expect in ourselves as we face the unknown, we at least have the safety of knowing where we stand, and what we are likely to experience next.



Swamps have  
hidden dangers 
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So what happens when we find ourselves facing Swamp Monsters?  What happens when you first discover that putting content online isn’t enough to keep it safe and usable forever?  What happens when you first realize you don’t have all the answers, can’t possibly have all the resources, and haven’t the time to work out what to do?  What happened to YOU the first time you tried to make sense of PREMIS, for example?Or the first time you looked at a METS file?  Or studied the requirements for a Trusted Digital Repository?  Or examined technical metadata standards?Think about it.  What happens when you come up against a reality you just don’t want to accept?



No! 
Picture of a 
brick wall 
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Most of us build a hard wall between ourselves and the unwelcome reality.  That wall is called NO!But life throws us up against that wall again and again, battering us with reality, to force us to submit.  It’s not actually the unwelcome reality that hurts us;  it’s that big hard wall of NO.So, what do we go through – ALL of us  -- in breaking through that barrier to acceptance?



Kubler-Ross’ 5 Stages of Grief 

Denial 
Anger 
Bargaining 
Depression 
Acceptance 
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Many of you will be familiar with this:  Kubler-Ross’s five stages of grief.  We don’t go through them just when we face death, but when we face death of any kind, including death of our world view, or death of a dream.   We used to think all we depended upon lasted forever, but that is the dream of a child.  When we wake up to the truth and the potential for loss, we grieve.  How do we grieve?



Denial 

Olga Bonfiglio, www.resilience.org 
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Usually, first, we go into denial:  No!  It’s not happening.  You’re wrong.  There’s nothing to worry about.  Ever heard this before?   Or no, I don’t need to extract technical metadata or verify formats, there’s no need.  Quite a few of us have gone through this stage:  it’s called denial.  The person is feeling overwhelmed.  It’s a natural initial response to what at first appears to be unacceptable or untenable.  Other reactions are likely to follow.



Anger 

Presenter
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Anger is another  stage. You may experience this particularly from administrators and managers who have so much to worry about just holding things together that they can’t deal with looking ahead.   From these people you may hear things like, “Don’t bother me with that.  I have enough to worry about right now without trying to fend off future problems!”  If this is what you are facing, be aware that this, too, is a natural reaction to being overwhelmed and actually frightened.



Bargaining 

www.stop-finance.org 
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These stages can occur in any order, and some occur together.  This stage is bargaining. How many of you have experienced this?  For example, have you had your tech support say “How about if I give you a server with good backups?  That will be enough, right?”   The sad part of this, is that no, that’s not enough.  Servers fail. Backups fail. Good backups are overwritten with corrupted files.  Disasters happen, from user error to massive regional disasters.  If your administrator, manager, or tech person is in the bargaining stage, take what you can get right now, but don’t give up.  Keep sharing the information that will help him or her get a better view of the big picture.



Depression 
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Then there’s  depression and despair.  “What can I do?  I’m only one person.  It’s too much.  It’s too big.  We can’t afford it.  Why do anything at all?”  This stage gets to almost all of us sooner or later.  As long as we think we are alone in the face of this challenge, depression and despair can get the upper hand.  But the truth is, we are not alone.  Look around you.  We are all here for the same reason.  We are all here together.  And together we can do what we could never do alone.



Acceptance 
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The fifth stage is acceptance:  we will do what we can do.  It’s a relief when those who hold the purse strings or the power move into this stage, so count it as a major achievement if you’re already here!At this point, you can lay the groundwork for building determination. Determination to tackle whatever we are capable of tackling, one piece at a time, one step at a time, and working together with others to better leverage our resources.   



What’s behind all that? 

FEAR 

John Zande, www.rationalhub.com 
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But wait a minute, I hear you saying;  I’m not there yet.  How can I respond to people who are still in the other stages?  People who are in denial, or bargaining, or depression, or anger?Think about what feeling underlies each of those reactions.  It’s FEAR.Who here knows what it’s like to be scared?That’s right:  all of us do.  This is that people connection that you have to make to move forward with digital preservation.



We’re All Battling Monsters 
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Whenever you need to make a connection, obtain a resource from someone else, or simply want some support, remember:  no matter who you’re talking to, no matter where they are:  we are all battling monsters.They may not be monsters you can see, but each of us is out there doing the best we can with what we’ve got.That’s easy to forget when you’re up to your ears in alligators!   The people you work with each are in their own portion of the swamplands, facing their own challenges.   They may be struggling with fear, denial, anger, exhaustion, confusion, or a host of other emotions.  Remember, each of us may be in a different part of the cycles I’ve shared here.So how do you connect?



How do I respond? 

Pay attention! 
Think 
Reflect 
Support 
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I’m going to give you a crash course in what every counselor knows.  And yes, that was one of my many previous careers.  Here’s what you do:First, PAY ATTENTION!  Listen to what they’re saying, and to what they are NOT saying.  Watch their body language.  What’s behind all this?  What are they feeling?Next, THINK about these patterns of response we’ve just been talking about.  Is this person angry?  Depressed?  In denial?  Bargaining?  Remember that what is under all this is fear.  Fear of change.  Fear of failure.  Fear of the unknown.  Fear.  Use your brain to THINK about what is REALLY going on, beyond the surface words.Now, REFLECT back to the person what you think you understand.   For example, “I get the sense that you’re concerned that we may not have the resources to deal with this adequately.”  Check out your understanding with the person to see if you’re on the right track.  Remember, this person needs to feel UNDERSTOOD.  That is your goal.Finally, SUPPORT the person.  Ask them what you can do to help them through what they’re facing.By focusing first on what the OTHER person needs, you will find that, more often than not, you will then get the support that YOU need.



Transformational Cycle 

Deep Change:  Discovering the Leader Within by Robert E. Quinn 

Transformational 
Phase 

Routinization 
Phase 

  Initiation 
Phase 

Uncertainty  
Phase 
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Once we’re past the fear that keeps us from facing a difficult reality, we begin a new cycle, which has its own pattern.  Knowing where we are in this pattern will help us know what to expect, and it will also help us to reach out and help one another through the challenges ahead.This is called the “Transformational Cycle” in Deep Change:  Discovering the Leader Within by Robert E. Quinn.   Since you are here today, I believe that you, like me, are somewhere within this transformational cycle.When we first step into that Swampland of Digital Preservation, we are entering new territory.   Robert Quinn states that, “In pursuing deep change, we redesign our maps or paradigms and realign ourselves with our surrounding environment.  We reinvent ourselves by changing our perspective.”That’s what we’re doing.  Looking around at a new and constantly changing landscape, we ourselves begin to change as we begin to get our bearings in this environment.As Quinn says:  “The transition is painful, and we are often hesitant, fearing that we lack the courage and confidence to proceed.  We uncover a great paradoxical truth.  Change is hell.  Yet not to change, to stay on the path of slow death, is also hell.  The difference is that the hell of deep change is the hero’s journey.  The journey puts us on a path of exhilaration, growth, and progress.”  



The Initiation Phase 

Desire, Fear  
and Vision 

Risks:   
stagnation, or illusion. 
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 When we first decide to do something about digital preservation, we feel a desire to make things happen, to save what matters, to make a difference.  But we also feel fear:  fear of failure.  Who wouldn’t be afraid of swamp monsters!   But if we allow fear to overwhelm us, we will stagnate, and make no progress at all.  We must be brave, and have the courage to step out into dangerous territory, bolstered by the knowledge that we are not alone, and our mission is a worthy one.If you run into someone who wants to address digital preservation problems but is afraid of failure, what can you do?   The same thing that you would do with someone who’s caught up in denial, anger or depression.  Pay attention;  think about where they’re coming from;  reflect back what you think you’re hearing or seeing – and then support the person in facing their fears and moving forward. Note here that desire is followed by a vision:  a vision of what we want to accomplish. .  Visions are very important:  they give us hope!  Hope keeps us going even when things seem dark. But the vision must be based on a realistic appraisal of what is possible, and what we have to work with.  Otherwise, we labor under an illusion, and will fail.  So if you hear someone present a vision of how to proceed with a digital preservation solution, and you see problems with it, speak up.  Point out the parts that you think might be problematic.  This kind of give and take, this kind of feedback, is what turns us into a community:  a community of professionals dedicated to the success of digital preservation.



The Uncertainty Phase 

Experimentation 
and Insight 

Risk of  panic 
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In the Uncertainty Phase, we begin to experiment. Experimentation is born out of curiosity.  Curiosity is one of the most powerful tools you have, and it will pull you out of one quagmire after another, if you let it rule your choices.You can use curiosity to turn failure and surprises into new insights and discoveries.The potential downside of experimentation is PANIC.  But if we can swallow our fears and keep wading through the morass of information available, eventually we gain insight.    For example, we may download JHOVE or FITS and start testing our files to find out whether what we’re hoping to preserve is in a viable format for preservation.  If we can’t initially figure out how to use the tools, or discover that the tools don’t give us the information we need, or perhaps we discover that many of our files are not valid or well-formed, or in a format we can preserve, we may panic.  But this experimentation phase is critical to moving forward.  This is a testing phase, in which we find out what we can do, how we can do it, and what works.  Many of you are in this phase right now, and have come here to learn more, or to share with others what you have discovered thus far. So what can you do if someone you know is panicking?  Yes, exactly:Pay attention.  Think about where they’re coming from.  Reflect back to them what you think you understand, and make sure you’re on the right track.  Then support that person in moving through the panic and back to thinking through how to proceed.  This is another way we can build the community:  by helping one another through the rough patches.And if you are the one panicking?  Look around:   we are all in this together.  We have all felt what you are feeling right now.  You are not alone.The experimentation in this uncertainty phase leads to insight:  insight into what works.  Insight into how to effectively move forward.  Sharing your insights with the digital preservation community is what enables us to map new areas of the territory and blaze new trails.  Many of you presenting at this conference are here to share insights gathered from your own experimentation.  Good for you! 



The Transformational Phase 

Confirmation 
and Synergy 

Risk of exhaustion 

Presenter
Presentation Notes
In the transformational phase, all our experimentation pays off, and our insights are confirmed.   We finally know we’re on the right path, and all the pieces of the puzzle start to come together.  This is the phase in which we put into production what we’ve tested up till now.  And putting something into production can be a tremendous amount of work!  The risk here is of exhaustion, as we build into our systems and processes the methods of implementation that take our support of digital preservation to the next level.  Are you suffering from exhaustion?   If so, you’re not alone.  We have all been there, and likely will be again. The best antidote for exhaustion is determination, which will help you overcome challenge after challenge, and avoid despair.Are there others that you know dealing with exhaustion? If so, you know what to do.  Pay attention.  Think about what they’re going through.  Reflect back what you think you understand about their situation;  and support them as they get their feet back under them.  We all need support from time to time:  that’s why we’re a community, and not trying to do this all alone.If you have reached this part of the cycle, you have mapped out a new path;  you have blazed a new trail.  This is the phase in which we draw this trail on the map – by sharing it with others!  So that everyone can benefit from the new signposts you just created.   



The Routinization Phase 

Mastery and 
Confidence Risk of stagnation 
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Mastery follows synergy, as we put into practice what we have learned, and hammer out the details. Mastery breeds confidence:  confidence that Yes, we can indeed make a difference.But after you have mastered something new, it becomes routine – and you are at risk of stagnation. If you find yourself in a rut, feeling like you’re just spinning your wheels and not making headway, this may be right where you are.  But to remain in the transformational cycle, you must then seek out another part of the path through the Swampland… another aspect of digital preservation to conquer and map out.  Another part of the territory to master!



Transformational Cycle 

Deep Change:  Discovering the Leader Within by Robert E. Quinn 

Confirmation 
and Synergy 

Mastery and 
Confidence 

Desire and 
Vision 

Experimentation 
and Insight 
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I believe that each of us here in this room, is at some phase of this transformational cycle. Each of us has emotional reactions to the difficult and scary Swampland of Digital Preservation we face.As you sit in presentations, think about what phase the presenter is in:  are they sharing a vision?  Are they showing you the results of their experiments, and the insights they gained?  Are they confirming that yes, this is the path forward, we should move in this direction?Have they mastered some aspect of digital preservation that you want to learn?



Success through Connections 
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For  us to be effective in facing the challenges of digital preservation, we must draw upon our resources and capabilities to create change.  Change in our institutions, change in our cultures, change in what’s happening to our cultural history, which is currently disappearing every day.  This means we must make and nurture the necessary connections that will enable us to face these challenges.  None of us can do this alone. 



People = Capital 
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We’re here at the Best Practices Exchange to address Capital Connections.  Yes, we need money, but the connections that will bring us the support we need will happen via people. The resources that are most valuable, most irreplaceable, and that provide the most progress are our human capital. 



What makes us valuable 

• Courage 
• Curiosity 
• Willingness to: 
 Collaborate 
 Support one another 
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And what makes us valuable?  What makes us precious resources?  It is our willingness to throw ourselves into the task of creating change.  It is our willingness to be curious, to seek out the puzzles and solve them, to reach out to one another and share what we’ve learned:  it is our willingness to work together to continually develop and update best practices in digital preservation;  it is our willingness to support one another as we face the unknown and difficult new territory. 



What we face 
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Where does this leave us?We are walking into a foggy swampland, and cannot always be certain of the best way to move forward.Sometimes we fall into quicksand, and need help to get back out.Those who can see a little further than the rest of us need to call out and share what they find.The only way we can make progress is to share what works, and what doesn’t:  this is the basis of developing best practices.



What we need: 
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The resources that are most valuable, most irreplaceable, and that provide the most progress are our human capital.  Those of you who are willing to analyze problems to seek viable solutions;  who are willing to learn new technical skills and gain expertise in new areas;  who are willing to challenge the unknown and try new things;  who are willing to share what you have learned, and help one another.  Those of you who are willing to reach out and support one another as we work through challenges that are too big for any of us to face alone. You are the capital connections that matter most.   You are the ones who can blaze trails and mount the signposts.  This is where you, our most valuable capital, our most valuable resources, come here to connect and share how we can best move forward.



Together We Succeed 

Presenter
Presentation Notes
Reach out to one another.  Be courageous and be willing to face the uncertainty and the unknown, and try new things.  Depend on one another for insights and suggestions.  Build your connections, the connections with the capital that matters most:  one another. We are all in this together, and it is only by working together that we will succeed. So bear in mind the parts of the cycle others may be in;  that will help you understand where they are coming from, and how to connect with them.Digital Preservation is not a technical problem, though it does have technical aspects.  Digital Preservation is primarily a people problem, and by working together we can establish best practices to help us overcome the challenges ahead.  Together we can succeed. Thank you!
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